ZoneAlarm 8. 0.298 [ KHSI AL IR 22345 F 22

H =X
1 ZA8. 0 B KB B B et 1
2 A BT K B . 3
2 L BB T E . 3
2. 2 BB I 4
PRRIIN: Pt |y 1) 5
2 A —RIBEN ZABIINT 6
3 ZA B KR R A R A B B . o oottt 9
3.1 BB R R R B . o 9
3.2 R AT E . 14
4 BRI RS B SR R ER . 16
4.1 ¥ ARG RIBIEEZB] . .. 16
4.2 BRFEFHEEKERESE 20
4.3 PHEICXTBIBRMHE ATHECEEE) ... 20
4.4 RO S A SRR . 23
5 VB ZA BT KA IR 26
6 WEM KGR IEREZEM (B2) i 27
T IA BRRARHZR L ET (B o 30
T.1ZA 5.5 BRAEIER . oo 30
7.2 ZA 8.0 FRAENE CHIZULE) oot 30
7.3 =T UM IR BRI . ... 32
T4 FENRETEIRRIDA . oo 32

7.5 TEBINETFIRERIMER . ..o 38



B ok B e M B2 5 B — AN . BB BN AN #EA
WA P I E AR < AR 1E AR Sl s B RYER] . (BT ZoneAlarm [ k&% (i
FrOZA) FERTR R, AEArELr, DX BAEREAE ZA Bokhh. DARTAY ZA5. 5
X HETIAR GIEARK GBS RE S, Kk, a0 SEARIA BIF G — L P55 AR B 2%
B, M TRE O RA T, Blhn ZA 8.0.298, ZA8 SHF XP/Vista R4k,

ZoneAlarm 8. 0. 298 V5 V5 Ia] T fiHE T 2

http://tiandixing. org/viewtopic. php?f=25&t=69193

MRIESE 2 JG 15 3 235 za_ en80298. exe, IXAN SCAFIIAIAE I -

MD5: AC18B2800D90C2648AC52BE782AACDS8S

SHAL1: 376FF1A054F73C5B97123781980026C5A9C8ECD6

UARAR MIL I AT B RIS 56 B ) 2R R et T BAAE ]

1 ZA8.0 Bh-kEEfERIE S

X HLCACIXAN Y 2 RO R T, 335 S R B3, AT AN A b T %
ARAR, B EBREHANE RSl LEH 2 T

A ZA 5 KB Meafee 7E—SE RN T BEAFAEIN R, RERGBATHAD,
AR R L DU B B 4L .

WG ZA /INRCA S Z B THT A2, Bl 8. 0. 059 A T2 3]
8. 0. 298 A, MR TF-BNTHI, W ABhIE N S SCRRA « FER H S HTAL 2

Wi 5e3 T AR MY T AR R IR AL S B ZA HARR
AR ) CGOAR TR o SR A BT R B BB hAS T VA AT A, WOB A
BN A LR RCA
> EE RIS BURAE M RS AE AT, WRAEROR R 24l

A EHUIGRIE . I B AT AT SRR, ANIBAT 2 A PR IR RN

FEF?, JXBRRE DN, RIVAE 22 2 M3 1R % 25 P E AN 3l (1 Bls K g pf -t

REMG AL TSI T 2 4R 2
> EEITR B R RO RGN T, Rk T IR E L R

TARFEHAT AT KETAT o OB AT SR, AN 227 KRR A AN

THRARGAN T, AHR TR A AR B AT o 817D
> W 7A8 J, R UURABITHSENLIN, RTRERE EANRHC LRI TR 4 fE

1



BB S AE RS ZA Bbr, LUGF R SRR SR 2 . A IEAEE 7A
Al RE S IE K N TFHL RN G 30 B R G 5 Th ] . Ry ENL N EAE T
256MB, ANEINZEE ZA8. 0 f A, BRI RER ST EE S LR E.

> BRI A N RS, W ZA JE B R ) TS o R
Blhn s J5 R ARG %, R ZA8 5K BTG 2 LLRT IR A
) ZA B KBS AE T, XISl PLK B R G 45 03 SR e IX A ) i

> Bk R R 4 I, T SR RIS R 2 R EGR, R e R N B
Internet X1,

> B KBS A e BB FR R LU | 4%, T AR LB T
AV, XA REEN KEEEAFH AR A Al LSV ) & KR P
WM ERAE . PSR NEaal . AFEaE, BT L LR AN R,
AR IR B0 1) 4%, st e T

> ZA SRR SRR SE S AT N A LD S S HE X IR SR (R AL BE
4.2 HWEFRISEKFRESE., 4.3 PR RENFR (HTEX
BAEHE) . 4.4 H ML AT SCEESHEREARE

> PR - =W —EEEHE . XTI E A H S AT S i,
A BE2s KILIBATRE B — Lo Al A5 L3 ZA (RIRSS 28, 224 1 8 2% 1B G
KX A IIE .

> T ZA8 HEFEFATAE GG, SRR ZAS IIHE, SLHATRULE
EIZR ZA BUPAT. CMD %5 5, HARIL 7.2 /N5 ZA 8. 0 RRASEIZER, M.

> BB MR html SCHEEST B RSB B IG A, Bl L5

M, RABITFLUETRER htnl ZENT M, BB HAELEFRAE
Internet Y&z CHEE S ZA BHn, EE (=1 Internet 3530).

BEHR Internet E

{Z1EPRH Internet f&a0(5)

#ERD ()
FTw. ..

Y Zonehlarm Pro FHEHPA: (R)
LH] Tonehlarm Fro(S)
g T T e E T - R EYZ. © @ A 1535

fEik)a, ZA IR — MLk, (S IEPT A Internet {3
SR




By AR R
FARI, bR s AR A B LT Internet EBDIH MEATLL T

v B Internet i (E)
v [21EPrA Internet i&E05)

HERD (H)
FT ).

Y Zonehlarm Pro FHEHDPA: (R)

X Zoneblarm ProlS)
;I _-:gxxx 5 | W ohaglt . .. I |&w 'B@ 15: 36

2 ZA Bi K5 BB
2.1 #EZTAR

TR IF RO — D RGN, LU AR 2l i) I o bR 52 R ¢

WS 2 B2 NG P A s C: \WINDOWS\system32\drivers\etc\hosts
PEHEA B RE B 0, THIERE U .

U RAE 1 22258 (R 1R v R Bl 1 i 3 B ¥ F B 2 e AN AL 1
EZH AR (7.4 FEIRBISTRRABAL) DT,

1) RHIZERFIMHET
MR IR 4 N 3B SO ZA8 ins. rar, 19E [ SCEIGE U :

‘..;-J Eystemd? ‘..;-J ToneAlarm ?E%ﬁfﬁﬁ% g i
SHEERE |
AT }

R R T N AT S -

= RIEICHER
=| XFEI#H

19 ¥E
LRER

R P = T P T L SR A NPT A S SRR o G S

E T RaE B K 20 £ MB ) zapSetup 80 298 000 en. exe Y #
za_en80298. exe LA HIBIHEAL TRy & BT AE ) SO e . g SCEE A

System32. ZoneAlarm: PSR SCAFIE;

HHOE O A TXT: RS SCHRIN, BN PR

FIE ZA BT, OMD: ZA8 FE BB AT XA AR R GE M E I H 5
3




F a2 2e. CMD: AT A B2 FPA I AL AR By 4 .
2) BT AT E S KB943232 4h T

Windows XP SP2 R4, WA 4%E WindowsXP-KB943232-x86-ENU. exe
AT ORI B AR — g v, i B2 R 82 Windows XP
SP3 A, S G R Windows XP SP2 St TS 22X AN T 1), MWHTEE)
VRN G ST [ 8225, CMD XA A By 2, 75 TGk 2% ZA Bl K

(KB943232 #b T 2zt F2: X iliia4T WindowsXP-KB943232-x86-ENU. exe,

HOUHEIL N —25, EFE T Agree ZJa F—20, ZJa RSEEEH EFIFEND.
T - (|

CEEC tmas | e | Em | oaEwr | ER |

R

Microseft Windows XP
Profes=ional
'[ j K 2002
! l - Service Fack 3

2.2 BENZED K

W ARAB R JE Tk A B LRI, IESEHRE (1.4 FENLFIERINN
WO AT A FEh B SIS AT

U P22 e AT AT RRCAS 1) ZoneAlarm, 115 #18 LATT 222 I hUA (OLRE R s
RIS 7 /), EEAMORT R Sh T SN2 5, e T e e b i) F 2l 23
A, IEAT )R SR ATy, B BIXAN T, ARG 1k

on Zonehlarm 8.0.298 Bhkis fMéP¥ER

AR

= KB943232 Fp T FMNETBEN B R EIITRER

ks -FE Zoneflarm

AR R A, 2N Bon— AR DOS & I, BT R
N CIEFEREE, WIRERTEE 2~5 b, TEMAR. ... o AHANESCHIXANE M



et Fonehlarm 8. 0.059 Bi:kEE M4 oS m

_|—_E1'1+--t"5 —[ﬁ,. ﬁ'ﬂ;_ﬁ_ 2——5 \TEF- fﬁiTﬁﬁE» ------

BRI, (R4 N AR AL AT — SN AL B AR, ]

G ¥ 10:45

TR, BRA TAR/NEMERER, RN DS &ORR “253%
e EFFRTEYER KA. BERRES. .. ... 7

ot Zonehlarm 8.0.059 BhkEE Moz m

£, BFEEETTEANLLE BEEERE N

LA E iy & Z B E B R EABENF B AVENL, BAT [FFER] K8\
2 \ZoneAlarm\ZoneAlarm Security JHzIFEF (W EA XA KA LR,
UL ZA %S b, SEERE (1.5 Tk B3IBFES ZLEHIMEGR) /NN D

'l-i 25 E) T Microsoft Dffice »
@ Sun WM VirtualBox Guest Additions W

4 HH@
[} 22o

R ) Rt
@ 8=

2. 3 A] BB B i 22 3% 1) it
WS IR AR I FE 7, R BIAHT H sk N B 228/ y, w3
T H R G I THEAG B 2 B i 4 .
ot ZoneAlarm 8.0.298 Bh:kiE WibbhrESE

3 % Uninstall Zoneblarm Security

bfessional

éﬁlla?ﬂ:'ﬁ' +"-t'|—:T5=_ zapSetup_88_298 ABA_en.exe, -

FEIEEFNML T REREZERF, AEFIULER. ...

R N “ R ZA TR H BRI L. SRR, K] ZA )Lk R
T H AT B ES:, T g ZA B g, X I S AL FE iy kA — o
BIUHES I ZA ]SRN RS EL, 8 2 ZA EFEW vsmon. exe
BB T2 CBUR LA EERR B IR A S A AR, NHE—F0

5



ot Zonehlarm 8.0.059 Bi:kiS Mibh s

(ATRESHBL) W RHLAL B iy & Wos “BAF 22 R 7, AN BT,
R BATHIE 2 L, B AERGUE G SP2 RS, WIERE R RELERAT
20 KBIA3232 AN 17, S HEX AN TR MOBT IR sk 5EHL, FR AT IX AN A B i
Lo WERGE SP3 ARG, WM IR B B, WERIARICTE i)
W, SR (1.5 ok B ETF S MM NN

cn ZoneAlars 8. 0059 Eh:kis W30

(PRSI W BoR “IEEe b SRR AT SRR e L. 7 W
PIZAT AL By %, WG S BRE (7. 4 FINZETECRFIN
D NS M FEhE RIS R A
ci Zonehlarm 8.0.059 EhkIE MHPEERER

2.4 BE—IR )33l ZA BIAIWT
JABNZAZ JG, ZAV]RES TR RIHT ML, ST H 4%, RIS AN,
IR PAFEAE Internet [XI 2 55 B AR INE] Internet Xk,

DL A AE B K i 2 5 B ko — B SR A A B XA .
SRR S 11 S 7S (R A S50, U BEAT 28Ry, I RZA, MO A 2 vk 5
PLZ )5 AT A 8l 28 & o SEAETCIRMR PN, TR 2% 8 B b o B R o I
ZJEFEOKIGHL G XU AE, 2S5 2% #RE (7.4 FEI RIS /)
TSR i FRIE R etf .



Elnnealarl Pro - WA m

IP #ihE: 10.0.2.0

@ R FE R % 5D B

FoneAlarm Pro AT EALS Intemet R ETHE L2 B 5 T #0EE.

1) SRS 3] WEhmLs , SN 1B

Internet Ei_‘EZ = 15750
- BT AR R a(rrtg 55, IaRiRE
-3 Intemet i 3 Fﬂiﬁ:’&’)\ﬁljfﬁﬂﬂﬁﬁm

" SREFMAIS R

e ) - NATEEMNRE (REE DAE. D
y % - AR S PSR B A S S AT AT 5 R

2) wrE A (A )

R

Hif

DR TR G IO, 253 N IR, I Internet XEKEIR] (4
RO TATEIHUAN SO, /7 BT AT AT ) B A0 oH 5L TP IS AR X )

“/ FiF

BEEt s ZoneAlarm Fro iRIIERE %S FEE
(IP 10.0.2 0/255 255 255.03 , FEFFEIDA
Internet [,

dhE S CAE D .

EHR: |New Hetwork
E 5 PR = I AR . EREE A
R

i |Internet [E%: ﬂ

_mE

L "

N

ZJam e s ZA RS, XS T ZA R, BARIE AT WOB
%ﬂﬁﬁﬂnﬁﬂA%k%E%Tuﬁ%T,RxﬂA%E&ﬁ%K&ﬁiﬂo

ZA TG A ANMUEAAE, T D e T LU o A s
FHHR I XA BRIV - BEE . Bk, el
EARAH &, md 2 ANTH, XA st IR I g i H O .

RGN TUH I H I (gl 86 s, Bl a1
EIE E I D, %I H A st ATk~ R iR g .



&Zoneﬂul Fro ] B

:; €3You are not fully protected. Action required below.
PRER
BT
[B@ra:k s R . i .
Besss ® = e Y poors o your IE. Additional
(& Edeal=en Services
o \oentity
G i— S aProtection
Aanr:;t—];pyifr{'aifoﬁatlc update iz turned off. uﬂ Eﬁ‘o‘:::.}', in
MyZone
ind other
¥erify woun are running all necessary protection on this computer. _;:Sgg\';:rd your
E?sﬂ!ﬁ = Fﬁﬁﬁﬁm&ﬁm SmartDefense
Gpick Tasks - f||§;esr:t§rch
&5 R -ANENEEREREX
Scan Computer . threats.
b o IR A — ek | 6
. frar o
MRBE Ok - TREMPDEL  2RZANERE , BLABTEUL. I
BHEREIFMER , EXEERAEET
o ul EMER, BlEIesE  ERYRER

ZA B KA EIR I BAR AT, KX A bRt n] LUR 3l ZA 1R 3 5t

[EEZ B35 s, or sk e B

R AR B XA bR, SRR R IR RE YK ZoneAlarm Pro 5|
FROL” AT PR ZA ST

ARG, TA PP KREE RS B AN ERE vsmon. exe A zlclient. exes

Tmware. exe Administrater 01 26,444 E 15,452 K
VW AT e~ V. eXe Administrator 0o 193, 128 K 11,220 K
VEMOLL. exe STSTEM (i 19,792 K 17,808 K
winlogon. exe STSTEM [} 4,205 K B, 076 K
rlclient. exe Administrator ([l 2,836 K 18, 216 K

A #Ed—T=WER 1, AL EIR “It ZoneAlarm Pro [IFEAEZEfT
REPR”, XK O 222 i) T al LESAEH T, EXT D aERa 50,



7hZoneAlars Pro =10l x|

BERR
Trasyests Pro%’%?¥?ﬁ%zgsooggs oo
TrusVector 52 N
: SEHEREE S 0 250 o0 RLFAIRA , EERIEESEL
A
@ B, RACERERY , 2R TR
(- f=zed
|4 ikl sES I/
AR R N
WENESHE: hhils-pvScu-batbl-imvdqe-md0gel
AR 2 RIS _
. oL A
SERFNEHEA = N
A EEAS TR IR = R SRS .
IR AER, B
T J
-
Quick Tasks It Zonetlarm Fro BHEMIETESFLE
Enter License Kew
Sean Computer
Set Gaming Mode BuiEERERE
Check for updates - -

3 ZA By KB R AR AR R E

Kt 5 222 Je s K b S ST (R B Ze M, AT DA S %L, 30 ks B
Bii kB FEPfl. SO &, X B I LA S AT R AR W R .

3.1 FEAEMRHMKE
1) B —EIED:

“RIAETURT T UGS T, ZA AR E TR IO 2 R BT UA,
(R 2 LUR 2 A SRS, B/ NRAS 5 Z TRV T 2 8l L2 s

1=
f= Gheck Point (2 IZONEALARM PRO
A BEEH ="
™ [@EFWE%& : ]
EaER « Fah
- BEER
@ s hiiﬁﬁkﬁﬁﬁ&ﬁ
EE‘_’EH [ EETRE... ]
[a ESizal=Fs HRERIRLEE
[ CEHEe ) EER j
5]
[ ¥ BEhETIn#E Zoneilarm Fro J

“HE A HWE % éuﬁ” XHLAT LA AR ZA IR BEE (R dR s A
9



FEFHEHIAE ), HeBTE BRI P IhRE (FEBEAT 1 Y () B A% ) gt — AN AT AT
W ERA IR IR R85 7, B DO S PR BRI A8 A7 P[] 0 29 AR B P SR 38 D 5
TR /AT IS B AN U AE L A B A4 0 SR U &
@W\Tfﬁ?&%m xml, PSR, s W7 $l, fEFT I 300 i AE B
T, I LLRT A0 (1) xml SCHFL S I 454
2) B k¥E—FEW:

NI R T E S BRA R, “Internet XIS A0N” LI &,
EROABLE AT LT, 1 HAR 52 BARFF Internet XIKZEHIA

74 IoneAlarm Pro =] F3
12| Check Point (%2 WZONEALARM PRO
[ e
e[ 2e] TR0 T S (S ARt RIS B
+ W i
i7a L
%%Ei‘ﬁ fﬁ%%%m%?%ﬁﬁﬁﬁﬁéﬁﬂﬁﬂlTéﬁﬂ
i=F nternet
Eeres B, HE
(A Ehal=rn
1EE AR FEREE Tt RIS B .
T &
)
Quickiiazke [E&EE ﬁ%ﬁﬁl?ﬁ%ﬁﬂﬂiﬂ&t&ﬂi » HEESF AR EEE ]
Enter Licenze Key Sa
Scan Computer
Set Gaming Mode
Check for updates
@ Help

3) B K3 — XAk

XA LIRS Internet XAAEATX 4 CORRmmn T ) Bt od. W
Al LLE SN Internet XAREGE 2 EAT X8 MR BEEEE T, Ha] DL X Ik
FEHE SN bR s, 7R3 1 DX R B i) AT I X

10



#FHEN LR -
PlEE Internet

Internet (T)
@
=55 (B

BCE 127.0. 0. 1SRRI VA IWERE S 6 /T, ﬁ%gﬂﬁﬂuﬁ%o

7A ZoneAlars Pro

v ks P S PTEL] B

IELEes an %ﬁﬂ?ﬁ 10.0.2.0/255.255.255.0 FER Internet
=)

=)
ERE

[I2EEsa]

A bialsha

XETLABEIFRARY Internet RIFFSIE
Et@RIER , IR ERI127.0.0.1(5

el =] ¥ r-
(ERiEEIRERSE  RIMEERENE

Quick Tasks
Enter Licensze Key
Scan Computer
Set Gaming Mode
Check for updates

gﬂ'ﬁ PR #FEE

i
ggw et Fnw - ][ #Ee
IP M;Eﬁaﬁ 10.0.2.04255.255 2550 RAEE)

© Help

4) FRFPEHI—ER:

11



[ Check Point (2 IZONEALARM PRO
Pt
Ern ki =
BEred el ¢ Eg%éﬁiﬂt Internet UHENFAMRTIRS
23 TI RIS .
a SR
AzEnE: . = s = _
ZEEEFEHIRENEMNEE  IFEERE (55
i ™y
%@
(M ﬁ%Xé&ﬂ%ﬁﬁﬁ%ﬁ@ﬁ%gﬁg
1 x|
A -
Quick Tasks P -
Enter Licenze Key x|
:::nGE,:Tf\:t;Zde M Internet BhifiTE.
Check for updates & xH e
L )
=
RE— 1" EENRETLISES R  BES
o He FIMENMERME , RE—RREFKINSEHRF
elp

KTEEERPPIE : XA DIREAE R E N BRI M TN, W REakid
IBATREP 1 LU ALAS R 2 ZA IS5 4%, A2 4 i 525 BB O XA DI fE
XA D REA AN B B ) 5 2 R M o 17 2k m PR A3

5) BEWMMHE— LR
RHEBOABCEIEIT R, WP AE HA&, @UOcH], XAEALH

AR R
WARTTE HAE, TR R H &S — HAEE R & A 2 HEE .

fEH S AR A B, WTROEN Mg AR Bk RGP

KERTH &, EERIZLE H AR, nTEIDIHEIRAS HS S, 25 Rk
T LLE R il sk i H &

12



7h Zonerlarm Pro

I Check Point __ ZONEALARM PRO
Bt I B
@ & TRTAETIS TR
mieses . (EESRRTIET. O
k- - =+
?;;mﬂ" & #%H
EEET N — )
. B
¢ ) EASHOE.
C R
@ %
k\\—'j -
i ™y
ez FERAETIEFER.
Quick Tasks fall--]
Enter Licenze Ke .
Seen Comptei i i (Fvo ) (Bx2o )

Set Gaming Mode - ~

| RESr=RAEINE , IRFEEE (=
EOTHIE , TUBRRIREELET

© Help

FEIR HHZARING DN, RSBl AR BRIZEE H . ARG H SRRSO
XL H G B U B

7A Zonedlarm Pro M=l E3
J&=| Gheck Point
Bt ExmE [ = wipsn [FHRIE T
Plec:] 2R
ngﬁﬁu =g HEIHE Ex) %@ Data
g . =] 2008-10-30 144546+ | 3R Bt CPROGRAM FILES\ZONE ..
E;:ﬂ A= & 2006-10-30 14:4G:46+... | I EHEA ZLDRzIchent sxe
UL
-+ HEEEZ

OREESEE . B TR T T T ks
SRR/ RABKE=HEE | BRETH
. AT KR IR TS T e
el | ERAE, REOEELHEENEERAEIR

Set Gaming Mode
Check for updates

4| | ;

o g )
] windowes Explarer was trying to launch C:'PROGRAM FILESIZO
Fil & EHHE B
BRAATE] 2008-10-30 14:46:46+8:00 -

@ Help 28 i | (ERFEC

13



http://www.bannedbook.org/forum23/topic2701.html

3.2 FEFPia il 5 i A Th e Ui

7hAZonehlarn Pro

porcame

o Jizits H o A i
E%xt& e el KE i e gir e KiE
E.ﬁ:ﬁﬁ 1 Spooler SubSystem App Bah - n J J ? ? ?
vl T wincowes NT Session Mana... | RS - e J J ? ? ?
~EF T isa shell Export versiony | R < QI J J? 2?22
i CTF Loader FHo- m ?2 2?2/ 2?2 2|2
E%?ﬁﬂ]ﬂ?ﬁ ™1 Cliert Server Rurtime Proce... | Rt - e ? ? ? ? ?
T windowws Update sutomatic... | EIEh - ? ? ? ? ? ?
a Windows MT Logon Applica Bzh A ? ? ? ? ? ?
™ windows Logan Ui Bzh - ? ? ? ? ? ?
4 windows Explorer Bah - ? ? ? ? ? ?
T verity Class ID SE ? ?2 ?|? 7?2 7
™ Services and Controller app | BED - ? ? ? ? ? ?
Quick Tasks L] Run & DLL & an pp Beh  ~ ? ? ?2,.?2 ?2|7
Enter Licenze Key {&] Internst Explorer Bzh - ? ? ? ? ? ?
Sean Computer ™ Generic Host Process for w..| BE) - ? ? ? ? X ?
E;:Ciwziorgu:;:“ 7 application Layer Gateway .| BEh - ? ? ? ? ? ?
iﬁ:téﬁgﬁﬂﬁa Microzoft? Windows? Operating System
IHE CrNDOW ey stem32ispoolsy exe j m
éiﬁm%ﬁﬁﬂ E.Efg;o% .25951125 .(Tc?:::j 080413-0852)
@ Help k==t 2008-4-14 20:00:00

1) BFrEd—-EF LEED:
IS TR A AR X LR, AR LL 7N

s it IR 2R, (5% R T LU SV (0 B PR A
B AR, tn] DUESE R PEE UK & SOPF I RARE R

Ot Ik B — R T B

O kP TR, — 2 EMAUA;

Ot 155 S AEK R Internet KIEE,  HEalr, XEr
B0k, 7 KoR

O 15 R RS R B, J R A, XETAEL, ?
S

Oy i 5 LRI (% T ISP 3T LABELLE)

EREFPAEH, B A G R T, AR Rrh kR ErE, e
BRI AR R G S ES R

14



2) PR — R — Vi, RER

Oy 7O, FTEbFrE BB, 75T 1 2
T 3.

AR RS B L A e b R AR I /X 2 Bl
LTI AR TS b AN 2 T 0 2 R A

bl il EE ’ ﬂ’ﬂ:ﬁ?ﬂernet ﬂifﬁl-rﬁrnet
{8 Internet Explorer Hzh - ? ) J 2 ?
T Guard Ul Applicati... | BED - ? ? vl ftiﬂf (),
T cenetic Host Proce... BEh - ? ? \ y : Eﬁ& (B

&) Firetox Hzh - ? J IR .Lﬁllc:'l‘ (&)

U ) B 45 S84 AT = A5 B I
LR ARV I P4 AT AR S5 5
P o I R R 1] D % /AT IR 45 % PR B
X R R A 1) I 4% /R Hf 552

Y R AESC PR RERT MBI AT DL 1, i ZA WE TSR GifE
Fer A4 A 5, P T SE RO, ZA e B3 BEE N feir. ZA B3l
BENRE AR T2 aldl, ERTUT R ERK,

3) Bl —REF — AR

O rAor AR R R R N, b R R

BUR, IXARR AT B T3 E, AR B ENERVFI I, ZA &

AR FH P A0 U HE BL I R B S i AR AR K o EE AR H LRy
XERAT )RR 2o 8, U R S

=4 e
Ly y, & o ! 2 I
ES{ - JJ_I 3
a; - o M
_ ‘W
@ T 70 e
@ T ? 2w
2 M ? @t
0 M ? e EHAT

SATNAS VAL, FIR AR IR P 18] (1 SRR

15



CICESKR, MUREE, AR, R R PIHATAA AT N

WG IR, VAT R AT AT T W] BE RS AT (35 39 R SR &
H, ZA BT DRE RS RE S A sh % & B RAR, — B R )
T, HOANEE B .

WD AT R, A5 AT IR o) AT AT e3840 1T AN 2ot 400 e 2 1, T T
RANFE P PAT I 2R S 4 A IR DA 20034 ) AL PR

WERIARCR, RVFRE BT AIS AT (B, (H R 2 B B E AT A

P W1, 24 ZA Ik FLRE A BT WS B AT M I, 253 Suspicious Behavior
R ALE

@ 2211, 251 R FHUT

RF—LEFE PE KT 1 B B AN B W W EAER4. 2/4. 3/4. 4/hF5 .

FeFom O AR A T B ok s e v, AN A
NN, 2238 ZA AT Internet Xk Zz 0% & A “m&” FITEHLR, ZA
SEEE LT BRI, R AR 8BRS ) S I, A TR IO Y R
F i B 1, DR AN DA B A ) A i o

4 BCEREF VT A P& A AL B SRR R
4.1 H WAEFP P28 17 1) X EHE 245

B AR EE) R PER IR, ZA 2B TR AR R X AN R P T[] M 45,
R P g XA FE R I VFR], R T2 156

Generic Host Process for Win32 Services 1F22ijli] Internet EQ)

MHFE IP R &FEEME A CRimf LB E i), wl LA
HARGEW A B PEXTEHE, 3T RGN SR HEREHE, A BL T X2
JP B AR AR S5 B GRS RN RE Y, &G &1 n] DLRECLAL &
DU A B W o A5 op, FEP 44 R : svehost. exe, i B : C: \WINDOWS\system32.
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Generic Host Process for Win32 Services

EZW T R Intemet.

Il :

e FHIERE: =wchost, exe
BiF IF: 10.0.2. 3: K3
EEEY

FEMHIEA:

ERFEFEEEFNE Internet.

I ZoneAlarm &= E &
FEEFRF 9

Generic Host Process for Win32 Services

EZW T R Intemet.

Il :

e FHIERE: =wchost, exe
] ; 10.0.2. 3: K83
FEMHIEA:

ZERFT AEHE Internet (HER.

SmartDefense Advisor VEERIE B (D

SmartDefense Advisor VEERIE B

B BT MR AR RN T B BT MR AR RN T
? EmESE HEEE . ? EmESE HEEE  FHE.
AR E ). [ tEHES @)
[ fedpe ] [ EEEET [ fepe ] [ EEEET
N N
XU HE AN RIS 7, T 2 ol s R e 2800 (Bl QO v 21 el Ak 7))
R WEQO. AFHETTRR SR “HRT7, RN kRS SR
ANFEFFHIRE RV ) 2%, S nf TERER (B s I Bt . — e 238 5¢ &

G XA svehost. exe IR, IXANEA A B H0RT AL DNS b A <1,

WMRASRVF T LM
r“ ®: ! ZoneAlarm = H o
S REBEF L £
Generic Host Process for Wind2 Services avast! antivirus Update 1F & ik 17 (0]
EZAIEHT K. Internet.
FatiE ; FiiE ; .
FEFHEFTT: =wchost, exe F_\EFHEE avast. setup
I8 TF: 0.0.0.0:Fort 135 Bir IF: - INS
EEEH HEEREH
FEAAER: TED

BEFT BNESOT Internet (HEMH.

L #zﬁtamza_ Ll R

SmartDefense Advisor VEER(E BN

SmartDefense Advisor EERIE B

? B Riifin g AR R ? H il i g AR IFRELLT
IR T: FEREE  FEHLRERD. LR FHAERE  FERAERN.
(B rged e JUNP [ iEEEE &),
[ fife | [ #EEo [ #ife ] [ B |
N N
BEEERF: KO@FE R svchost. exe BV L%, XSTHHETIHE LR “ &
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SREFR”, FORRZATERP LT G 405 R 1 4, 0 IEHE o Bii oA i (. T
FIX BFNEX AR PR AFR, PrelX BIEseeir.

RS2 F: WEROPIR, HAEMRS & IR AR T HE A BEE (0. 7E
SRR NI RE R e R, “ARLE” SIS TR AT IR A5 3 . WU RAE WO ) 0] 1%
MER e “ICAEBLBE” Ja s “inde” 24l LURBE KhE B bt i
AFFRIR . AELUS IR, B TR AT, e AP SR R 2 4,
HE AT P EHRAE IR S5 A5 I, AL

SRR : ZA B KB a] DUGHRE 7 2 75 AR A W o B @S 1R AE (8 2 41
7, AEHEM TSR “EMAETF 7, EEFATHR T avast! REFHRARH
WA, BRATT SN X R AR S v {5 1, Rk o idr . WHIR S IEAE B i )
i, 50 HOXRE AT (1 v ) S AE, 1T LE A A 8 0 R BT AT 18 o ) 4
BUN, X TR L, XU A N EEE A A A T

WERFE PP 2Kk A Internet [RERE, #l40 svchost. exe, XA
B T DL B 6 TR HE R (A e e 6, e DX N R P BT R S %, e
R SR T N1 SRR VA | S

A

“ S REREF

Generic Host Process for Win32 Services

HEEZE B Internet FIZEE.
BIE 7
FE.EE#%FT_' .'-'f‘_chnst. axe
BEANEA JLAN VISR, i -
Generic Host Process for Win32 Services #jin] 255. 255. 255. 255:DHCP

BRI, EAYE, SORIZRIL TP HUBAT 6, 1A 1 T 7 AT A4 1 B
PR 44 T i

Generic Host Process for Win32 Services vjjal 239.255. 255. 250:Port
1900 FE a5 mT LA o
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1 ZoneAlarm T+ 24 1 ZoneAlarm W EH

. EEERF . EEEF
Generic Host Process for Win32 Services Generic Host Process for Win32 Services
IEZ i Internet. 1EZ 35 i Interneto
T : x T : x
FHER: svchost. exe FHER: swehost. exe
Bz 1r: 255, 255, 255. 255 : DHCF Bix IF: 239 P55. 255 250 Port 1900
SEEY
HEAMHEA: HEWAEA:
HEF NS Internet AR, ZEFZANEFRE Internet (HEH.

SmartDefense Advisor SmartDefense Advisor
H el HAE ARt (FEELLT B Bl iR A HAR AR . (EIEELLT
? EmEET HEEE  FEHAEE. ? mmaibdw pOEER FEHFED.

] tE RS R). [ EEER R)a
IO ] TR
N N
—IRATIAE “REFPAEE W R REEY, WLEBITEE L WET
I et AR 4IRS, FRATEIX B o] DA A 1 _E MV o] AT 15 o
HAVEEILIORIF, (8 “Vii” REHFmMA 70 (8 M Fi
WA “X7,  FE CHBMERIE” Rk “X7, Bl TE 3 A

_ = hHE EBEE HEfF
wE BF . El *F B4 Irternet 4 Internet REE

J 41X X X

@] Free Download Ma... | BEN

¥ Freegate, Fast and ... HES - J J J J 9
j Genetic Host Proce... | BESL - J J x X X
@ Internet Explorer BHES - J J x X X

™ (D D () D

[#] Microsott Otfice wi.. | BFES

XF T R A T DX A T AT R 554, I Ho2 IS 1, witdE “ U
)7 F RS AS 7 AE H RIEPUAS “ v 7, Bl B NS AR E TR

%FTF Generic Host Process for Win32 Services (iXH %Ry K 5
=T FEARSS BB “X7, FEVT AL EIEPAS “ V7 (RIS RIF Generic
Host Process for Win32 Services fH{THRS%%, (HAVFE Ui Internet,
WHRARVFEVI N Internet, FEAHE MW I TCIEFT HF 5 AN M),

KA SRR R, B Word )7, ZEFTAFH FHRE “X7, e
A R TG 2 A B AL A, [RIREAS SR VF U7 1) X% CRple DX RS i, SR 5256 P 25 381 Word
W, H I Word SPERERMES, T — e b1k, FI RS S ElE BOERZEM D,

WR$E/R Spooler Subsystem App Vi %%, 274 FKJE spoolsv. exe,
FEFTEDHLIL I =K, TEE LR, A R XA AR S .
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MR T, BT Generic Host Process for Win32 Services 70
VEUS ) 2% D0 s FRVE TS ] 26 T A SR VR U o) 46 L 0 I R A Fe T
Vg 1] P9 288 FIAEAT AR 25 28 2 A, e IR 05 o] DA B R A8 111 ) Y 2%

4.2 EWEFHEEKFRESS

TE LAt R P B R B TR AE SR AR (P i (L 4. 3 /N s — AN
s T EEAE R U AE TR 5 TS RVFRE P PAT AT, WE LS, 1E ZA
IR P4 — FE 7 5 AR 7K TR B S AH I 1 LB R e i i &

RIS F— L2 7, T BEX R EAEAKPIIARR, BB, P
RANE o AT KT 5L I ARR = B R e 0 R s e R EE ()
WHER RV ISR 5, B RV EMIET I, BRI
HE A LA R A UEHE ), (AN IPHEZE R 2845 8, TEE AR B JE R VPR o
A3 0] DL ) W9 28 ol E AT AR 55 2 11, BRORXSUEHESS a7 A H b TPFIRE 7 X 4 2%
Vil 8o (B ey ks i) s, ERFEF. HTRS 5 .

BAEKPFRIRMEE: HaZA, ERPEGHINREFE, $#2ICTF Loader

Chn BT TR INC - \WINDOWS \ sy stem32\ct fmon. exe) , W EASIEK KB
Z&lll: #2IWindows Explorer CUnH B LA InC: \WINDOWS \explorer. exe) ,
WEAAEK B . XFERE DG b —4e R,

LA, i SE BRI IS HE R VFEL AT LA T, FE S 2 B AL

Run a DLL as an App (C:\WINDOWS\system32\rund1132. exe)

Windows NT Session Manager (C:\WINDOWS\system32\smss. exe)

LSA Shell (Export Version) (C:\WINDOWS\system32\lsass. exe)

Client Server Runtime Process (C:\WINDOWS\system32\csrss. exe)

Generic Host Process for Win32 Services (C:\WINDOWS\system32\svchost. exe)

BT, BT svehost. exe, S IHARTE ML . R
BB, HUE LK AR R, A e AR
BAFRGRURL, 2R — F A, AR B TS e A B, b
Mo il -t

4.3 PHRICHRRIEH (HFRICESHED
ZA RRSINT RGBT K, Wik ek RECIMBRAT Y, R
RATRHELLLL AR . TSR B IEEIUAL DR IR i 2 1

KCATREATEEANE N o Oy TR RS, X AR L e AR P 5 i v S
RIZESCRAE R A S SO AR, i I b ) Hh e SO IR TXT 3CAF
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BB BRGSO ARSI LAy, (VB E BERRIRE, ST 30
ZI, MRS IR T MR 5y (R B S2F 35 3o IXHAS M 72K A ]

ISR AE S ZA XN LA TR R B o RS s R , &
AT HLIH 7R — T ] e 13X 2508 SR S el S

| ZoneAlarm Security Alert
. SUSPICIOUS BEHAVIOR

Antivirus Scheduler is trying to launch
C:\PROGRAM FILES'Avira'ANTIVIR
PERSONALEDITION CLASSIC\avwsc.exe,
or use another program to gain access
to privileged resources

WHRER: sched. exe
EEEM

AlertAdvisor EERE B M.
Smartlefenze Advizer SHEIRIERIG
2 H.

[ ERE-TEEIEEF D TRIRE I BTN

[ e ) [ EED
L "

N
TSR SUSPICIOUS BEHAVIOR fEXSHEZRH A By vl BEAT o HH IR
'S NS UNE

Antivirus Scheduler is trying to launch C:\Program

Files\Avira\AntiVir PersonalEdition Classic\avwsc. exe, or use another

program to gain access to privileged resources

IR TP A E SO . SO AR . SCPH IR IX S BAR B SCARHE R GX
LeH A i %process_name®IX FE ARS8 ), A W& S B, Bl
FE AY IEAEE BEBOE S B A A IXRERIAT O, [GERE AD AEREAE 5 X410
HEHLIRERAS AR, i SSRGS SO B P A7 IX AR I B AR A 2 s ZE A
ETRUE Tl Z X ERAHER:

ROSTEHER A P8 ARG B M TEHE, AL BIRE P 1 A A

R Antivirus Scheduler, IXANFE IR e %5 5 1 HE B AU T
e B . 2 HEERGEEREM (C:\Program Files\Avira\AntiVir
PersonalEdition Classic\avwsc. exe) HARBRAZFI 4 2o, WL T

is trying to launch, or use another program to gain access to

privileged resources
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T |mzx | m=mie

Isched. exe|

IRl WRERF
fid I Antivirus Scheduler I

E: C:hProgram FilesAvirahAntiVir FPersonalEd

T R T AT DU X AN PR SRAE Hh D SO IR TXT R R 7. Tl
ARATHA AR, Gidh — A — R AR A AN EE I N A S48
FIELL P B 22 19 ST Hn], H AN EEH R s AN B FH AR A 20 B 1) B3]
() B A FH A SRS R 3 ) SRl 2R o 491 G 3X LR R ) privileged resources,
RG]

%process name% is trying to launch %target process%, or use another
program to gain access to privileged resources

[GEFE AN IFAERE E 2 CHERE BY, sl i I e R P SR EUR AL BT

%process_name% was trying to launch %target process%, or use another
program to gain access to privileged resources

[GEFE A) Bl KR gh [GERE BY, sl A L& R 3 3R B AU

%process name% was prevented from launching %target process%, or use
another program to gain access to privileged resources

[GEFE A CHEBHIE R 3 [CEFRE BY 8lAf A e FE i SRR B B U AT R

NEAEH =R B A LB AT A, %process name% .
%target process®IXFEIIELEAEPIA % Z [A] FLaE ARG O N SCAE 44
PR DA o TR A AP B X AT R AN R 2 AL, AR Y 1 4 H
= Ao N DN CEA AN A AL e s el Bt oo AT 2

%process_name% is trying to launch %target process%, or use another

program to gain access to privileged resources
[GEFRE AY FFERE A 3) [GERE BY, 8l LB R e SR R AL Z 5
TR 22 3 AR A SR SO 44 S50 MR, 3K A 1l At 3R 13 e«
Antivirus Scheduler 1F7E I JH 3 C:\Program Files\Avira\AntiVir
PersonalEdition Classic\ avwsc. exe, 5% LB 5 S BUR A 2 U5
KA BRATTHNIE Antivirus Scheduler (AN FRFF sched. exe) J&/NA[RIFE
J¥7, R, BT O HE BLERE N H X AN B B AT R T
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AIEEAT N FRIEFEVF, DURBA SR RENESEFEET .

NG KRR RSO IR R A HMERE, SRR FOE X LA A A R R T LA
fff e AR ST o W SRRt o MR Bt A X, ] DA o e ) o HE L 1D
M) “AERME” CFERARERETIRE . B S 1 A2 R W S 2 1
LA
4.4 HAMABEEESMNEERRE

XA AR DT ), ZA 23X ] BEalfa s AT i s, —Mkm,
T8 2B R 8 BL I R R P, A0 T LA AR VF I o A3 I e 2 4 56
TEAE TG, I e 5 A5 BUE TS Ao iF, F A XA 7 I 42 551 15 H)
Wro AWM ARG, WJLLRYr, WRXA AR RAT R, Flm
TENG I SO Je sl TE IR I SO, Il Ret B EER T, REARTIIE
TR AN e 4=, — ARk, Blan P XA e, T B

C:\Documents and Settings\Administrator\Local Settings\Temp\
C:\Documents and Settings\... \Temp\Temporary Internet Files\

XX WA AL ACE BT R BR B B o X T IR IS B X AE, 2R
PRSI UGAE LR So v, R P U Tl B, iRk R 4, Fey
PN T 32 FRALR -

2] 1: wniadap. exe 245 (RS, Hrecd 70 J5HR)

| ZoneAlarm £ E &
SUSPICIOUS BEHAVIOR

WMI is trying to communicate with
"SystemRoot'System32'smss.exe by
opening its process

FRER wmiadap. exe

EEEM

SmartDefense Advisor FEERE B

Smartlefenze Advizor ©HEIRIERIG

D E

I R BB B A AT 5
[ #Fe | [ #E®om

N
R IHET its process HARME BT, wALH:

%process name% is trying to communicate with %target process% by

opening its process
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[CHERE AY IEAERREER TR CHERE BY MR 520 Tl
FHPE 2 Jo L -

wniadap. exe \FAETREIHIE T smss. exe [HEFE 75 2 IR
BelF: REAHLEE, wniadap. exe J& RGEFEF, FTLLR] DLEFE LV
5245 2:CTF Loader (ctfmon. exe) 45 (4 RS, Hadds ZA JaHeR)

| ZoneAlarm F £ P&
- SUSPICIOUS BEHAVIOR

CTF Loader is attempting to monitor
user activities on this computer. If
allowed it may try to track or log
keystrokes {user input}, mouse
movements/clicks, web sites visited, and
other user hehaviors

FRER: ctfmon. exe
EEEM

SmanDefense Advisor EERE B

Smartllefense Advisor OPHEEIRIERNGE
? H.

[ R ERNZEFRRa T A
IR

N
&K user beha (N—EHEHE4L), 56 LT, EAi3)

%process name% is attempting to monitor user activities on this

computer. If allowed it may try to track or log keystrokes (user input),

mouse movements/clicks, web sites visited, and other user behaviors

[GEFRE AY WA TF N B AT . R RVF, & nl RES B EREL
SKHERL TR (H P B  Bbsahallids . Ui sk, PAO AR &
Mo

FPE: CTF Loader (ctfmon. exe) iiEIWAALITHENL EIH 4T . Wl
RAVF, eahesiBEiaid AR (H AR . Bbsgshabdi. Ui
] (R 3ty DA S HAB R AT 4

#4E: CIF Loader (ctmon. exe) i AVEFEHIFER, FLEFFFICIZ.

SEF 30 HAFE P ERAE CTF Loader (ctfmon. exe)

i
1T
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1 ZoneAlarm &4+ # 24
- SUSPICIOUS BEHAVIOR

L ZEF is trying to communicate with
CWINDOWS'system32'ctfimon.exe by
opening its process

FHER: notepad. exe

HEEEH

SmartDefense Advisor VEERIS B

Smartllefense Advizor S HEEEIRAERIG

? H

[T BT ERNEE AR AT ST

[ aiFe ] [ fEEEDL

N

MR IHET its process MM EF3C, AL AR

WA (notepad. exe) IEAEIREELL S ctfmon. exe HIEFER) 7
Z IR

BAE: BT I RV N TR P AR W RE A XN R, RN P
ERIZAT IR BRI, 5hn] LAd izt o

S 4:explorer. exe (C:\WINDOWS\explorer. exe) 174

WREF| explorer. exe [FEN, WAV A W25 (1) nl £ $E foir. wik
AEAVE, WS TERG RSN, AN RGBS REWN . X}
TR ARGE, AL ZA J, AERE PR HL X BE 2 C: \WINDOWS\explorer. exe
I BCE HAG AR AT A

| ZoneAlarm F £ 2 &

SUSPICIOUS BEHAVIOR

Windows Explorer is trying to
communicate with C:\Program
Files\Zone Labs\ZoneAlarm\zlclient.exe
using Windows messages

FHER: explorer. axe
EE5E

SmartDefense Advisor VEERIS B

Smartllefense Advisor O HEEEIRAERIG

? H

I i B B TR R B R Al BT T
[ #irey ] [ #E#Eo
N
R ENUTH — BN RIS, $AT G i E , IR R
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C:\Program Files' Internet Explorerijexplore.exe

B2 HESEC: \WINDOWS \explorer. exeff It T T 52 RALFR, 1+ Kl
@ Internet Explorer Bazh - ? ? ? ? ? 2
£ windows Explorer BE - | ? ? ? 2

WAL ZA R PP f B, #K2] Windows Explorer JF B HAFIEK N
fEAFEE B . R ET R s
S 5 BT (wywz. exe) R

XHEGRANTE T, TERTCRRR A T e E S0 B 45 ) explorer it
e, BB A XA R, EREavrRinT,

b THRR ZA Bl KEE I RZ

M M IR P AE ZA B A0 3%, BRIk bW a] DA in 5 ikig bR ie
JPAE ZA R R IR

i “&MREZERE” BRIRE GEE

B FTFRE KRR, s MR —EIEIN, E /MR E w4
WCE” B, Al R AL RIS SO BRI, ARAFE AT
XFEFR AN T — RV AT H A0

BRI, oM Db Bk R “Eim” , RiESt KR %4,
PR B AN SO R, ZA S TITUAIE, K 58 et S 3R I %,
DI B, IX S w2 B T 1 X A B B B 4 40 i IR A o

SERRERERS, R G B USRI B & oK, F Se U R Y e
AR — FHIAT . W R USRI AR D, s, AT DAERE PRI |,
BRbRTR M BBURRE 7, ARG S A B, R REMIRR .

KRR R, ] DLSEER KA S AT X IR Internet X345 15
BABIKE . ZA 84 BIRETE T R9C s B, B e — &3 580K ZA
WE S IKE R e b, £ RG2S RIS, n e IR .
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,@. Zonehdl arm Fro

{1 Gheck Point (2 IRZONEALARM PRO
(v [F3 .
B3
%E{E"E [ﬁ LN o) iiﬁ
=+ HER
1 [P [ [ EEEME ]
E.’?Eﬁﬂ 2 an gl e e b
A Enlahe [ [ &6e [ fEm ) 3
f I_ EE‘JE‘I:‘]H% Zoneblarm Fro _j
VE%@E SIHRRT AR P IR, AMETERHEGE R, EERM
H& ﬁ%%%ﬁ,LﬁﬁﬂmT#m%TuTﬁﬁﬁﬁﬁm%%ka/

%wﬁkﬁzﬁﬁ s JEFERFFPSRIEN R AL TR BR B RAL LG B H S R
A DAFEERAN H &R ﬁﬁ%ﬁﬁ MUK, KM R IZLE HES A2 FdsR T

FHEMEH “LRLE” Hik

DU BRI LA, el R0, A8 “REfPEEm” 1 R A2 H
FERFIZERE Y. T ZA Sl kT IsA TR R, TR s
)7 B H AR, s AR “? 7 IR, T RRS)
FIEFE, ZJRHEAL shift BEMIFEIN, Blbs idifm— DT <7 7 R,
)itk Delete SEMNER, FHOITREGI AR, $E35 F M ER O AH S IRE S o
SRR VIR AU U, Blbs 247, A bR b iR sh 4 2 RS,
N shift 8RR, BAssidia—DIH, ZJA1% Delete SEMNER CIMER
LAAF IR H AN SE R Py 1R U7 1) P 28 B FR D o

VEANE R B A B BT IR B 5, Bl DUSCBL ZA BB iR, (2
BEERMMER IS, A 2T AT A .

6 TERTKERRT IEIRERER (Z75)

IR, S AERAT B R AR I (s D0 T, A/ NG iy T 45K 3
%, e I IR I T B R AR BT RT3 IR R 002 E ST
(1, Bt RAXPMEDL, BEEE CRIL T CE R TR, M A
i 1 CATHF M TR 2R I R o TS 20 S o S S IR S L IR R AW 2
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o, HERS 2 AN, beln IE AN, —ANHEREE B, S — A
KRBT T 2R A5 BB BT T~ R IR e S P 3ty A ISP TE 711
25 I HALH] FDM M1 2

A DUZFEBEE BT K, E R 127.0. 0. 1 BOM (R AEX I

Fot i P ik ah S FEHAEN % 38
T 10.0,2 01255255255 0 Pl Irternet
197 127.0.0.1 IP HihE =i

JTERESE R B REE- DI e 2 DT 2 ) 15 r DU AR S
“ﬁﬁn” fEl==>1k$E “IP ik~

AL n:m
IF Hidk )
IF afE E)
FH 3]

HONARRE L, X 3k ASAE7, “IP Hihk” HN 127.0.0. 1==> “ii
Bl A7 B BE RIS ] (Bl AN 127) == HiE

#Fn 1P bt | x|
&=
IEEE L TFERE 1P MR InEEaE R el Eh . Feag
&E :{IPE' Hibtll & B RS , i S 2 ae e bl IS 00 » HE
[ I |
IF Hihk [ 127 0 .0
1ER 127
[ m=E || HE |

BEE 12T (FAEX UG, Vi) 127 FF Sk A i b b s B Kk 85wt BH 6 10 878
ViR T (IR AR, B kISR 127 3k hb$E 7R 4 Internet
Xk, ArCLRIE RS 127 (AT A n-—Lezz 41 .

PN RAERE P VEE I “FE” REH B, R0 R R 3 A — il
A1V Internet, {HASVFYIM) 127.0. 0. 1SR, PR A il i W9 4544 v
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I 22 Do) ) 30 Y B A AN TR B H 315 1) Internet B, V0 28 & REY K HS4& K 4
127.0. 0. 1 FASHIARE I 4K A 11, AR5 FF ERAB X 0 AE U 1) Internet.

XEE—2k,  BIAEAEIR H M AR AR N A /N i T 2R 0ERz:, B-ATTH AP
KEERGRAE T, AKIERE R B L, N T A2 EREE K.
FEAT FH A 0 A e 255 1 1 30 W 28 B %5 M) Internet 2 —ANB 1L Java &5 44:
BRI ECSE TP (516, nl LA java SE3E ARGt il X B B &, IXFE
WH A, BMEAZER] java, tHEEMT4F Java ¥R

DL TE F1 FDM A5, 6B K B% R P4 ) B, W0 B R e IR 05 TRl PR (A -

wah EF Gl E% ﬂﬂtﬁﬁternet ﬂfﬁl-rﬁrnet Eg
[ ] @ Firefox BES - ') J J X X X
@] Free Download Ma . | BTES - ') J X x X X

4 Freegate, Fast and ... BHEX v ') J J J J ?

j Generic Host Proce.. | BRER h ') ? ? ? X X

@ Irternet Explorer BES - 7 J X X X X

9] Microsoft Officewy.. | EIFES M ? X X | X X | X

XF TR W R A e SRR B SR B AR A, BT HAS B RSN 4,
18 SAVFUF A Internet Xig. Rk VLA P AR A ERAE 127. 0. 0. 1 K. &
BULUG, A SOV N A 2 AT RE U5 ) Internet X3,

HHETTRAREN ) VYV 2
AP E R VIV ?

TE IEAA I BB N A« v X XXX

FDM 1Eff ) 5L BN A « v XX XX

Generic Host Process for Win32 Services WHMNA: 2 2 2 X X
Microsoft Office Word IEMBENK: X X X X X

SLRFE P B A R AR A L o B N 25 DL —FF, A A

it Generic Host Process for Win32 Services F Windows Explorer 32
1T CELGE “?2 7 WANEIERZ, Pl hastinishils—0, I E R
DU BEI A5 15D JXHE TE RTFDM AN SUVF EL#%V ) Internet, MGV (AT
X3 127.0.0. 1, WHIE 200l X A AR, I EAN T M,

B THER KB BB IR P AR 2 48, N IR AR EE S 2R TR R P B
BHUF 127.0.0. 1 BEERAEBEA AT filtan, FFZEAERLMET T2 & FDM AR
PR AR AAC L . 75 IR R

T my DA A e i A e i R vk, B AN Sy, N el
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A RS PR AT IR (R 8 3, — AN BT LR R 25, BRI A IR Ve 52 3]l R %
B3y BHIH 2 Ji P I2 A B A T P 8 A7 SR R T o3k SR e

7 IA SWAHBLLE (%)

T 1~T7.5 NN BRAET ZI AR Z %, WA MR AREm
IRLT AT B IR AN B A

7.1 ZA 5.5 JRAHIZE
1) [JFUR] SEB\FEFE\Zone Labs\Uninstall Zone Labs Security
2) FHFRIRHE, R

. 1Z2 Computer Associates xiﬁl%hfﬂmiiﬁ F:nn ﬁnﬁﬁ§ﬁﬂﬂaiﬁﬂ'—l-éﬁ
\_{’) ﬁﬁmpuﬁtg Ass-:u:lates FREEEER “Bshring” £, Feg ¢ o o
1

H—PRRA R eTrust A, 76 [JF4h ] 25 \FE/ P \eTrust Personal
Firewall HH#k Uninstall £12;

7.2 7ZA 8.0 WRAHE (HHBLE)

MR S t, A RITHFEAAE N ZA8 2 Ja H I I & R A 1) 20 48 0 25 2K FP) 175
B, LEE AT RE S EV AR P SR, i g BRIX L EI I,  H Ay R AT &
P IXLCEIRIN, (EEI ZA8. 0 Z B AT— T I4a B ity I ZA B AT, CMD,
SN AN T ZA HIEIH Ay reg BOSCH, EIE ZA J5, HAT—F “OF
Uh — WCE — PR — AN 0/ I BRAE 7, G SR ke IO B T R S 4 T v
15 AT ZA HAH & reg R 2RI EI I

HAREHOLFE:

1 [IFE ] SZEH\FER \ZoneAlarm\Uninstall ZoneAlarm Security

2) XJUEMEILHE “Uninstall”
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;@_ Zonehlarm Survey

Z- ZoneALARM Uninstall

by Chessk Point®

Toremove all files from pour computer click Uninstall

Mote: Ta transfer your settings ko a higher version of
thiz praduct, or to a higher-end Zonedlarm product, da
hat uninstall. Ingtall the new product over this one.

Optional Survey:

Are vou uninztaling permanently? Pleaze let us know
why. our input helps uz improve our products. Thank
paul

Load Survey

LCancel |

3) X IHEGR S Rl “ 27

True¥ector security service

2 This iz a security check from the TrueWector security serwice. & request to uninstall,
‘_‘_a/ upgrade, or modify the settings of your security software has been 1ssued If wou did net
initiate thiz request or thiz iz unexpected behavior, click No. Otherwize, click Yes.

4) EE RIS

Uninstall C

\];) compohentz have been successiully

uninztalled. . J;]ﬁﬁ

5) BN, s OK #Hl s T
bsta1 R

Thiz zystem must be restarted o complete the
inigtallation. Click the OF. button to restart this
computer. Press Cancel o return bo Windowes

withot restarting. EE IE ?
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7.3 KT IR R RZERIETN

KT INTEIE S H, A3l ade 2ednt 1 R s s W A s / 1 d Bt e / A
PRA7, 3L 5 I A 5 OREAE 20-25MB, #EFATT . L ZNLEE . g —
PR i, HEM ZA B BRI E T XD e R e 2 Ab, BARRE TR T X a
WS, TR JE TR I H A L) e IR AE A SE PR E M .

RIBIERES, LR, SN e, NS 3E CPU A H SRR, W
TIEX A RBIRA B BEIXABIL T, IR LR B R DI Re A

WRAE B4, W RS AR T B R B, XA TR AT DA A,
FORBERAM A WA OR A, WA BB e 3% i S P IX AN . AR s 1%,
RISERS ] T X AR, ZEMSCR MBI AH 2 0 Th RE IR £E A H

RAVRY, Bfhcookiedsilil, | EEHIA B EEHl. XAH A
I 25 5E M — LRl AR AR A o BRFALRY SR A 15 B de K F 2 A2 B
HF a4 (Mobile Code Control) A By iy W as Jovdk Fak - de -,
1E—8iptr, FFEHFCookie control fIAd Blockingi & H A n] LLE R E .
A B FUBAEZATT 5 B RAE i (R 1 0 T AR OC P B FA LR AP B e] o
T 9 B PR TPy Y AN ZA T BRFA PR A AR TH) TR o

ID 8, ZEHNHAREIHMN .
7.4 FBh gD

FEA LA B, nrReS ILEVE A8 @ e th il , XIiE TFahisir &«
PR p e ds, 2 JHATHCACFI I S8 = AN, e B Ah TR s A\
S EM. PERWE

1) ZEEFCJRR
Wiiia4T zapSetup 80 059 000 en. exe JTUfecds
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Z- ZONEALARM

Eyp Chisch Proint®

Installation

Thiz program will ingtall Zonedlarm Pro on your computer,

|t iz stronaly recommended that pou exit all Windows programs
before mnning thiz Setup program.

Pleaze select the directony where Zonedlarm Pro files are to be
itstalled.

C:MProgram Files'Zone Labs'\Zonedlamm Browse... |

;"3_- Zonehlarm Regictration

Z- ZONEALARM

by Chick Proint®

Fleaze type your name:
Fleaze type your email address [namel@domain. com)|

AEFERMA . ZIa= Next

nt to register Lonedlarm Pro 2o | can
nload updates.

[~ Inform me about important product and Sgﬁurit}l FEWE ;

our infarmation iz confidential and will nopbe shared. ou must
be 13 pears or older ko inztall thiz produc)

See our Privacy FPolicy

< Back | Hext = I LCancel
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:I:% fonehl arm Pro Installation

7~ ZONEALARM

by Chsck Proint®

License Agreement
END USER LICEMSE AGREEMENT ﬂ

THIS EMD USER LICEWSE AGREEMEMT
["AGREEMEMT"]IS & LEGAL AGREEMEMT BETWEEM
OU [EITHER OM BEHALF OF YOURSELF A5 AN
INDIVIDIAL OF OM BEHALF OF AN ENTITY A5 ITS
AUTHORIZED REFPRESENTATIVE] AND SONEALARM,
& CHECK POINT SOFTWARE TECHMOLOGIES, IMC.
COMPANY ["LICEMSOR"). PLEASE READ THIS
AGREEMEMT CAREFULLY AMD PRINT OUT A COFY
FOR YOUR RECORDS. THIS AGREEMENT
SUPERSEDES PREVIOUS YERSIOMS.

B CHECKIMG THE AGREEMEMT CHECREDX BELOMW j

r[v i accept the terms of the preceding License Agreement ;

o = P T
J&i%ﬁ i r ﬁéln IS Ldall

¢ Back | Ingtall | LCancel |

onfigoration Wizard

Welcome To ZoneAlarm
Help us fight hackers by joining DefenseNet

IlefenseHet 1= a community of Zonedlarm users who

Pl anonymously share their security obserwvations with
Tonedlarm. This helps Zonehlarm monitor and respond ta
breaking security threats.

{” Participate in DefenseNet

Anonymously share my security obserwations to help
fight hackers.

participate 1n DefenselNet:

ot share my security obserwations.

Click here to read more about Defenselet

7. ZONEALARM

by ek Farl

1w D
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Ecnnfigu.ratinn Tizard E
ﬁ
Activate SmartDefense Advisor
Make using ZoneAlarm run safer and easier

Smartlefense Adwizor 1z an important security system
that automatically adjusts your security settings for
optimal safety, saving you time and effort.

1" Auntomatic (recommended)

hutomatically adjust my security settings whenewer
possible.

{~ Manmal

Recommend proper security settings, but leawe the
adjustments to me.

consult Smartlefense Adwizor.

7. ZONEALARM

Ly Cheei k Favrl

R —
.
% Back Hext I
e _.-F""

E.Cunfigu.ratinn Tizard [ X]

ZoneAlarm Program Setup
Safeguard your computer programs

The program setup will identify your computer programs,
assess thelr secwrity risk, and apply the appropriate
security setting to each.

Thiz takesz about a minute but pays off with increased
zecurity and reduced hassle.

Fleaze make swre you hawe Internet access, and eliclk
Hext to begzin

| Set up my progzrams (recommended)

i+ o not set up my programs

[~ mtomatically confisare my Detworl cattlness:

7. ZONEALARM

by ek Farl

| p—

<psck [ Bt > ]
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onfigoration Tizard ﬂ

I
ZoneAlarm Program Setup
Safeguard your computer programs

The program setup will i1dentify wour computer programs,
assess their security risk, and apply the appropriate
zecurity setting to each

This takes about a mimmte but pays off with increased
security and reduced haszle.

Fleaze make sure wou hawve Internet access, and click
Hext to begin.

{" Set up my programs (recommended)

[¥ Automatically configure my network settings

7. ZONEALARM

by Tk Pt

% Baclk q Hext ﬂ\IJ

e s HUR TS

Jh Configuration Tizard EI

Setup is Complete!
Restart Your Computer to Finish

The product will naot be fully installed until wou
restart wowr computer. Before restarting, be sure to
save wour worlk and close any open programs.

When wour computer starts, 1t will be protected by
Tonedd arm.

Thi=z first restart takes a bit longer

Tonehlarm provides unparalleled security during the
Wvulnerable time of system start—up. This first restart
taltes longer than u=ual as we run processes ta
establish your start-up safety. Subsequent start—ups
w1ll be faster.

Extra deep security the first few days
z ZONEALARMor the first few days, ZomeAlarm checks the zafety of

btk Fveach process that runs on your PC. As a result, PC
performance may be a little slower at f1
up after a few days.

XADIRS, A SATAT L, $2BER N Ctr1+ALT+DEL 41 A8, SR T5%
PR, AE “NHFEF” T, %E$F Configuration Wizard JFikHe4s 5.
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E Tindows &5 _||:||£|

THE ERQ ZEW BOM XHQ
FRRF |me | me | BA |

[t
TEEiaiT

e

E Configuration Wizard

ZJETE R B F] vsmon. exe FFARIKHIN “CEEARATSS” IS K E .
=

e ERQ BB XHlW B
mERE HE e | BE |

‘m&@m | APE | cev| rF@ER | «|
winlogon. exe oo 1,196 K
VEMOIL. eXe i} 15, Tas K

ZJa I FEh B A A
2) FIHEFIDAA:

S 4t ZoneAlarm H 3% T IS0 AE3)

C:\Program Files\Zone Labs\ZoneAlarm\

521 System32\Zonelabs\ H 3% & 1 342

C: \WINDOWS\system32\ZoneLabs\

54 System32\VSINIT. DLL #| FTH A B

C:\WINDOWS\system32\vsinit. dl1l

C:\Program Files\Zone Labs\ZoneAlarm\repair\vsinit. dll

SISO 2 Ja WAL L System32 H 3 R SCHIE E. reg, #HIXT
THHE R 7 FEAE T SOE R EE B R AN

WRREZ RS, XHM ¢ BN YETN R SR, #l D/E %%

[FIFE, AT E 3R Be AL TS B, 2R g g ST, 78 HT
JA BV EMLET, AT ET HERAE TC A, W28 7A J5 B & MR iE shit v
B, WETETEHLEE ) — St 2 S et e (F8Y i, RS 7E )3 shk ik
PR e, 2 Ja AT T ERAE

Wi | et R v E LA S BT R B, 1TSS IS A TS,
o] AFEME N 2 A X 2 5 AT 10 T 1T sh U
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S, AT [FFIE] SREB\FER \ZoneAlarm\ZoneAlarm Security,
MAa IR 2.2 BahZEE AN EJE LN EHE . PLEH B ZA B K55 A4 .

7.5 JoiEBBhEFBh ZEERIE R
WHRAL AL B 223 25 o, (ERE P S0 B B ZA I H , BB 2353,
W IE SP2 REE, VEMIAC L LRE TR BT Y KB943232 ¥ T, W& A1
Fa XM T 2 e\ THENL ARG PTG R 22 i 4 .
WHRATSRIC VL R Ve ) 8, 38 2R i A
TG — R — A Ao, MRNE, FREFERSEE e O
R RPGETR, Ak “BRAGMHI” | “BREBBI TR ST,

CERTICHR”, KN max O e, R R R B R
SCHFBOCHESR A I AME S, 2 A s SEEIHRER

Zonelabs; “zone labs”; “Internet logs”; vsconfig. xml; vsdata.dll; vsdata95. vxd;
vsdatant. sys; vsmon. *; vsmonapi.dll; vsnetutils. dll;vspubapi.dll; zaplus. *; zapro. *;
z1lictbl. dat; zlparser.dll; zonealarm. exe; zoneband.dll; vsutil.dll; zlclient.*

TR 4 20 B SO SR, ¢ o \WINDOWS\ Internet Logs\ B i MM R
AT, AME. DLEBAEZ G2 A sl ede sl T3l e
A KB EIE https://goo.gl/COoxxGf F A5 14 i) 2% S AA [ 4 J A B i

o x | &t | BRI l
7 )2 ome Labs C:\Program Files
= o3 c-vemmoes
|C> FRFE O Al =|vsconfig C: \WIHDOWS  system32
%] vsdata a11 O AHIHDOWS Y syt ends
EEI I IS [E)vsdatant C: \WINDOWS' systend2
Ineband. d11l; wsutil. dll; zlclient. * Iﬂ wsmonapi. d11 CAWINIOME syt en32
) |i-¢] wspubapi. d11 C: \WIHDOWSh systen32
BEEF O |i;] wsutil, dl1 C: \WINDOWS  system32
I ] z11ietbl C:WWIHDOWS  sy=tem32
HEIEE L) |=)Zonelabs C:WHINDOWS  system32
_ Z- flclient C:\Frogram Files'Zone Lab. ..
SYSTEW (C:
I" CH j Z- zonealarm C:\Program Files'Zome Lah. ..
ENEE () I s ) | Fvsmen C: AWINDOWS Y sy=tem32\Z onelabs
|Q rlparser. 411 C:WWIHDOWS  system324 T onelabs
Fvemon C:%Program Files'Zone Lab. ..
™ BEA@ ,stutil. 411 C:%Program Files'Zone Lab. ..
[ 2B D)
O x+h@ f&7 Internet Logs , H
[V EEREETH ()
2 - e ISR
ko i aie: CIE £akEEZ S
[V fREmER I FI
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